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 Web-Guardian TM
 

 

 
 

W e b - G u a r d i a n ™  p r o v i d e s  a  r e a l - t i m e  f i l t e r in g  s y s t e m  t h a t  
p r o t e c t s  y o u r  o r g a n i z a t i o n  f rom I n t e r n e t - b a s e d  t h r e a t s .  In  
a d d i t i o n ,  the  a p p l i a n c e  p r o v i d e s  e n f o r c e m e n t  o f  t h e  
o r g a n i z a t i o n ' s  s u r f i n g  p o l i c y .  Web-Guardian in s p e c t s  HTTP and 
FTP t raf f ic  and p r o v i d e s  ful l  p r o t e c t i o n  a g a i n s t  k n o w n  and 
e m e r g i n g  V i ruses ,  Worms and T r o j a n - h o r s e s .  An a d d i t i o n a l  
inspect ion  layer  e nab les  the  s ys t e m  to  b lock S p yw a r e  s o f t w a r e .  
Web-Guardian fac i l i ta tes  organ iza t iona l  product ivi ty,  opt imizes  
bandw idth  c o n s u m p t i o n  and reduces  l iabi l i ty .  

 
 

I t  is est imated that employees spend over an hour a day on non work-related web 
act ivi t ies including surf ing, on l ine  games ,  shopp ing and gambl ing .  Th is  exposes  the 
organ iza t ion  to  In te rne t -based  th rea ts  such as  Spyware,  V i ruses and Worms.  More 
than 75% of  a l l  corporate desktops are in fected wi th var ious  forms of  Spyware.  This  
f igure is  expected to  r ise,  as new threats are in t roduced to the In ternet  on a da i ly  
bas is .  As  organ iza t ions  are  becoming more  aware  o f  the  devas ta t ing  d a m age  
Spyware  br ings  w i th  i t ,  inc lud ing  in te l lec tual  thef t ,  loss of  product iv i ty  and invasion of  
pr ivacy,  the demand for  a complete,  s ta te-of - the-ar t  so lu t ion  is  r i s ing .  

Web Surf ing Protect ion  Layers  
Web-Guardian inspects HTTP and FTP traff ic using 
F-Secure ™ , an award winning Anti-Virus engine; 
and provides fu l l  protect ion against  known and 
unknown Spyware,  Viruses,  Worms and Trojan-
horses. Three independent Ant i -Virus engines 
coupled with At iz lan's unique heur is t ic  Ant i -Virus 
engine provide up-to-date protect ion against  
secur i ty  threats.  In  addi t ion to fu l l  protect ion  
against  Spyware,  Web-Guardian in tercepts and 
b locks t ra f f i c  in i t ia ted  by  Spyware  fo r  a  c lean,  
secure  env i ronment .  

Appl icat ion Layer  Blocking 
Many appl icat ions are now sophist icated enough 
to bypass tradi t ional  pol icy enforcement tools.  
Web-Guardian is  able to ident i fy and block 
hundreds of  appl icat ions such as P2P, instant 
messaging, radio streaming, VoIP and games .  By  
b lock ing these app l ica t ions ,  Web-Guard ian  
reduces  bandwid th  consumpt ion  and prevents  
ma l ic ious  conten t  f rom enter ing the  ne twork .  

URL Fi l ter ing Using ACR ™ 
Active Content Recogni t ion (ACR™), an AI 
technology-based engine, enables Web-Guardian 
real- t ime unmatched c lassi f icat ion accuracy of 
inf in i te web-pages without the need for a stat ic 
database. Web-Guardian uses ACR™ to inspect 
a l l  HTTP traf f ic  and ensures compl iance wi th the 
organizat ion's pol ic ies. 
Web-Guardian of fers an innovat ive mult i layer f i l ter ing approach by integrat ing the ACR™ 
core technology into a pre-classi f ied database, customized si te l is ts,  URL cache 
categor izat ion and tagging capabi l i t ies,  for  complete and rel iable web coverage. 

M a i n  F e a t u r e s  
 

 Spyware blocking 

 Virus protect ion 

 Trojan-horse protect ion  
Applicat ion layer 
blocking 

 URL f i ltering using AI-
base and ACR™ Content  
f i l ter ing 

 Phishing pro tec t ion  

 Proxy cache 

 Mult iple  operat ion  
m o d e s  
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Pol icy Enforcement  
Web-Guardian's innovat ive Three-t ier pol icy enforcement system enables administrators 
to def ine ru les for  users,  groups or  the ent i re organizat ion. This f lexib i l i ty enables the 
System Administrators to enforce the organizat ion's pol icy for  Internet surf ing and 
appl icat ion control .  Web-Guardian enables user and group synchronizat ion and 
authenticat ion by smoothly interconnect ing wi th any exist ing directory services using the 
LDAP protocol.  

Benef i ts  

Acce lera ted  Web Surf ing 
Web-Guardian archi tecture includes an integrated unique proxy cache engine which 
s igni f icant ly improves web-browsing capabi l i t ies and reduces bandwidth consumption. 
The Ant i-Virus and Pol icy engines work without d is turbing user product iv i ty or  Internet 
performance. 

Automatic Updates 
Web-Guardian provides automat ic  updates and connect ivi ty  to At iz lan's Info-Server™ for 
addi t ional updates and monitor ing, guaranteeing maximum rel iabi l i ty.  Al l  software and 
s ignature updates are automat ic  and do not require manual  intervention,  saving t ime and 
increasing eff ic iency. 

Easy to Insta l l  
Web-Guardian is  seamlessly integrated into  the network using one of  four operat ion 
modes -  Br idge, Gateway, Proxy or  Internet  Content Adaptat ion Protocol ( ICAP). Each 
mode is  easi ly  implemented and al lows the organizat ion to ut i l ize the system in the most 
sui table way. 

Easy to Use 
Web-Guardian's intu i t ive,  secure web GUI enables easy administrat ion, maintenance and 
configurat ion.  User- fr iendly informat ive logs and stat is t ics are easi ly produced, enabl ing 
the administrator  to receive accurate detai ls  of  the organizat ion's Internet  traf f ic .  

Affordable 
Web-Guardian matches the unit  model to the organizat ion's bandwidth and not to the 
number of users in the organizat ion, thereby reducing cost and making th is system 
affordable. 
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S e r i e s  C o m p a r i s o n  250 750 2500 

Licens ing (use rs )  Upto 250 Upto 750 Upto 2500 

Content  F i l ter ing Engine Active Content Recognit ion (ACR™) 

URL Categor ies 22 Categories 

Inspec ted  Protocols HTTP, FTP 

Ant i -V i rus Engines 3 Virus Scanning Engines By F-Secure® and Atizlan’s Heuristic Engine 

Bypass *     

Load Balanc ing**     

Network Interfaces 4X1 (0/100Mbps) 4 XGb E 6 XGbE 

Storage Size 80 PATA 160 SATA 2X73/146GB SAS 
(RAID1) 

Dimensions (WxDxH) 42.9X36X4.4 cm 

(16.9X14.2X1.7 inch) 

42.9X38.2X4.4 cm 

(16.9X15X1.7 inch) 

43.2X61X4.4 cm 
(17X24X1.7 inch) 

Warranty 1 year l imited warranty 

Cer t i f icat ions FCC, CE, LUV, RoHS CE, CB, FCC, LUV, UL, 
RoHS 

  
* Bridge Mode Only. 
** Available on Proxy and ICAP Only. 
 

 
 
 

 


